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SPOT THE SIGNS

Avoid Frauds and Scams

DO YOUR HOMEWORK. STAY ALERT. PROTECT YOURSELF.

Do Your Homework

Educate yourself about common scams such as:

Mortgage and Foreclosure

¢ Don't make mortgage payments to anyone other than your servicer or lender
e Don't pay fees for loan modifications or mortgage relief services
¢ Never sign over the deed to your property in exchange for mortgage relief

Government Imposter

/ e Don't give out your Social Security Number or bank info to solicitors
e Don't respond to phone calls, texts, or emails from government agencies saying you owe
money or threatening legal action. Most agencies communicate via mail

) "Person in Need"

m e . .
( o e Don't send money to a family member or friend in need unless you are sure they are who
@ Y, they say they are. Contact the person to verify that the situation described is real
=l e Remember, artificial intelligence allows scammers to mimic friends’ and loved ones’ voices

Stay Alert

Scammers use the latest technology to carry out frauds. Watch for:

Phishing and Smishing Alternate Means of Payment

e Don't send money in exchange for maintaining, e Scammers of any type may ask you to make
increasing, or receiving benefits sooner payments using alternate means, such as

e Scammers send an email or text message that seems to mobile payment apps, cryptocurrency,
be from someone you know, or an entity you do business money orders, wire transfers, or gift cards
with ¢ Always independently verify any entity asking

e The message asks you to click a link or give your you to make such payments. Call a known
password, bank account, or other sensitive information business number or ask a colleague or friend

e Scammer can install ransomware or malware, or use your to help

sensitive information to steal your identity
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Protect Yourself

Take proactive action to safeguard your information:

Keep Personal Information Safe

e Keep important papers in a safe place

¢ Don't give out your bank account, social security, or other private information over the
phone, email, or text

e Watch your credit for at least several months if you think you have been a victim of an
identity theft scam

Report Scams

Report consumer scams to government agencies:
e Federal Trade Commission (FTC): ftc.gov/complaint/identitytheft.gov/
e Consumer Financial Protection Bureau: www.consumerfinance.gov/complaint/

IMPACTED BY A SCAM OR FRAUD?
WE'RE HERE FOR YOU

Fight back with a HUD-Approved Housing Counseling Agency

Online: hudgov- Phone: Call HUD's interactive
@ answers.force.com/housingcouns voice system at (800) 569-4287

eling/s/?language=en_US

Housing Counselors work for non-profit or government agencies participating in the U.S. Department of Housing and Urban
Development (HUD) Housing Counseling Program. Counselors can help you find the best options and resources for your situation.
The assistance can be short term or long-term depending on your needs.

Disclaimer: This material is based upon work supported, in whole or in part, by Federal award number C-18-TA-VA-0011 awarded to
ICF by the U.S. Department of Housing and Urban Development. The substance and findings of the work are dedicated to the public.
Neither the United States Government, nor any of its employees, makes any warranty, express or implied, or assumes any legal
liability or responsibility for the accuracy, completeness, or usefulness of any information, apparatus, product, or process disclosed
or represents that its use would not infringe privately-owned rights. Reference herein to any individuals, agencies, companies,
products, process, services, service by trade name, trademark, manufacturer, or otherwise does not constitute or imply an
endorsement, recommendation, or favoring by the author(s), contributor(s), the U.S. Government or any agency thereof. Opinions
contained herein are those of the author(s) and do not necessarily reflect the official position of, or a position that is endorsed by,
HUD or any Federal agency.
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https://hudgov-answers.force.com/housingcounseling/s/?language=en_US



