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Questions?

• Participantsare in listen only mode

• Chat
o Submit any technical issues via the Chat  

box

 Send the message to theHost

• Q&A
o Submit any content related questions via

the Q&A box

 Send to Host, Presenter and Panelists

3



Materials

• The PowerPoint has been 
posted for this session. We 
will provide the link in the 
Chat box.

• Webinar materials are posted 
on the HUD Exchange in 
the Webinar Archive 7-14 days 
after the live webinar
o Find by date or by topic
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https://www.hudexchange.info/programs/housing-counseling/webinars/


Webinar Certificate

• Webinar attendance will be marked following the live webinar.
• Once attendance is marked you can print a Webinar Certificate by logging 

into your account and going to your Learning Transcript.
• Select the Course Name and click “Print Certificate”. Not all HUD Exchange 

training offer Webinar Certificates.
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https://www.hudexchange.info/hudexchange-portal/lms/?originalURL=%2Fgeonext%2Fhudexchangelearn%2Fmytranscript%2Egeo%3Fnav%3DMyTranscript


Feedback and Polling

• There will be questions provided in Mentimeter throughout this  
presentation.

• When prompted by the icon to the right, please respond to questions at 
www.menti.com using your computer or smart phone.

Time for  
Mentimeter!
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http://www.menti.com/


• Johanna Barrero, Technical Assistance Provider, ICF

• Chris Morton, Senior Vice President of Public Affairs and Chief Advocacy 
Officer, American Land Title Association (ALTA)

Presenters
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Agenda

• HUD Welcome

• Understanding and avoiding wire fraud

• Educating housing counseling clients

• Q&A



Jerrold H. Mayer

Director

Office of Outreach and Capacity Building

HUD Office of Housing Counseling



What is Wire Fraud?
Protect Your Money When Buying a 

House

Chris Morton
Senior Vice President of Public Affairs 

and Chief Advocacy Officer, ALTA



homeclosing101.org

Protect Your Money from Wire Fraud Schemes 
When Buying a Home

https://youtu.be/ek4TwC9owwY


homeclosing101.org

Wire Fraud 
is not a 
matter of if, 
but when



homeclosing101.org

Why Should You Care?

• $6.9B in Total Losses from 
Internet Crime

• Email Compromise Made Up 
$2.4 Billion in Losses

• Real Estate/Rental Losses 
Were $350 Million



homeclosing101.org



homeclosing101.org

Example of Fraudulent Email
Thu, Jun 24, 2021 at 11:37 AM

Hey Jane Smith,

Your closing disclosure has been finalized and we're clear to close, you need to 
have the cash to close wire to our trust account to avoid a closing delay. Let 
me know if you can take care of it so I can forward you the necessary 
instructions. 

Let me know if there are any questions or concerns.

Joe Attorney



homeclosing101.org

Example of Fraudulent Email, Cont’d
Thu, Jun 24, 2021 at 3:04 PM

Hi Joe Attorney,

We are ready to wire the 
closing cost. Could you send 
the instructions and amount 
we need to wire?

Thank you!

Jane Smith

Thu, Jun 24, 2021 at 3:46 PM
Subject: Re: Loan# XXXXXXXXXXXXXXXXXXXX

See attached wiring instructions, your cash to 
close final amount is $57,102.02 . Any excess 
funds will be refunded to you in the form of a 
cashier's check at closing. You can proceed with 
the wire transfer. Also when will the wire be sent 
so I can watch for it?

Let me know if there are any questions or 
concerns.

Joe Attorney



homeclosing101.org

Wire Fraud in Real Life

Young Couple in California Loses 
$775K in Homebuying Cyber Scam

Chicago Woman Loses $33,000 for 
Down Payment Due to Wire Fraud

Texas Man Defrauded Out of $40,000 
While Trying to Close on Home



homeclosing101.org

1.Call,
don’t
email

2.Be
suspicious

3.Confirm
it all by
phone

4.Verify
at once

5.Forward,
don’t
reply 

5 Things Consumers Can Do



homeclosing101.org

TOP TWO MISTAKES
1. Use of unsecured email
2. No phone calls were ever 

made to verify or confirm 
email requests



homeclosing101.org

Report all 
Phishing Emails 
and Wire Fraud 
Attempts to the 
FBI at IC3.GOV

https://www.ic3.gov/


Educating Your Clients



• Best Practices
• Collect contact information for key real estate or settlement agents early on (phone 

numbers)
• Confirm the process and payment instructions with trusted individuals
• Verify any changes in contact information before moving forward with a money 

transfer
• Verify any last-minute changes in payment instructions before responding 
• Avoid using phone numbers or links in an email 
• Call, don’t email
• Use secret passcodes or phrases with key real estate or settlement agents
• Use secure information sharing systems

Wire Transfer Safety Best Practices
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• Technology tips and guidance 
available on HUD Exchange

• E-signatures
• Handling personally identifying 

information (PII)

Wire Safety Best Practices
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https://www.hudexchange.info/programs/housing-counseling/technology/#electronic-signatures


• Contact your bank or wire-
transfer company 
immediately

• File a complaint with the FBI’s 
Internet Crime Complaint 
Center IC3

• Provide as accurate and 
complete information as 
possible

• Save any evidence related to 
your complaint

What can you do if it happens to you
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• Talk to clients about wire fraud 
• Explain the closing process
• Discuss potential risks of wire fraud
• Share wire transfer best practices

• Assist clients who have been victims of wire fraud
• Direct them to their financial institution to report the error as soon as possible
• Explain how to file a complaint with the FBI’s IC3

• Form partnerships and provide referrals
• Connect with local, state or national experts
• Share resources

Pre-Purchase Education and Counseling
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Resources



homeclosing101.org

ALTA RESOURCES

Protect Your Money from Wire Fraud Schemes When Buying a Home
• Video
• Infographic

https://youtu.be/ek4TwC9owwY
https://www.alta.org/media/pdf/alta-wire-fraud-infographic.pdf


• ALTA
• Home Closing 101
• Protect Your Money from Wire Fraud Schemes When Buying a Home –

YouTube
• Wire Fraud Infographic
• Information Security

• CFPB
• Mortgage Closing Scams: How to protect yourself and your closing funds
• Buying a house: Tools and resources for homebuyers
• What are some common types of scams?
• Fraud and Scams Key Terms
• How to get help if you are the victim of a scam
• Classic warning signs of possible fraud and scams

• FBI Internet Crime Complaint Center (IC3)
• HUD Office of Inspector General (OIG) Fraud Hotline 

Resources
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Time for  
Mentimeter!!

https://www.homeclosing101.org/
https://www.youtube.com/watch?v=ek4TwC9owwY
https://www.alta.org/media/pdf/alta-wire-fraud-infographic.pdf
https://www.alta.org/business-tools/information-security.cfm
https://www.consumerfinance.gov/about-us/blog/mortgage-closing-scams-how-protect-yourself-and-your-closing-funds/
https://www.consumerfinance.gov/owning-a-home/
https://www.consumerfinance.gov/ask-cfpb/what-are-some-common-types-of-scams-en-2092/?_gl=1*1r38gof*_ga*MTUwMDU2NjU1My4xNjUyMjg2MTMy*_ga_DBYJL30CHS*MTY2MTg5NzMwMi4xNC4xLjE2NjE4OTczNDcuMC4wLjA.
https://www.consumerfinance.gov/consumer-tools/fraud/answers/key-terms/
https://www.consumerfinance.gov/ask-cfpb/i-think-i-or-someone-i-know-was-the-victim-of-a-scam-or-financial-exploitation-who-can-i-contact-for-help-en-1777/
https://www.consumerfinance.gov/ask-cfpb/what-are-some-classic-warning-signs-of-possible-fraud-and-scams-en-2094/
https://www.ic3.gov/
https://www.ic3.gov/
https://www.hudoig.gov/hotline/report-fraud


Questions and Answers



Housing Counseling Training Digest

• Visit the Training Digest on the  
HUD Exchange

• View upcoming training hosted  
by HUD and other partners
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https://www.hudexchange.info/programs/housing-counseling/training-digest/


Office of Housing Counseling

• Find us on the HUD Exchange Housing 
Counseling Page

• Email us at: Housing.counseling@hud.gov

• Search for HUD Approved Housing Counseling 
Agencies
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https://www.hudexchange.info/programs/housing-counseling/
mailto:Housing.counseling@hud.gov
https://apps.hud.gov/offices/hsg/sfh/hcc/hcs.cfm


U.S. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT

Office of Housing Counseling

Thank You For Attending
Disclaimer: This material is based upon work supported, in whole or in part, by Federal award number C-18-TA-VA-0011 awarded to ICF by the U.S. 
Department of Housing and Urban Development. The substance and findings of the work are dedicated to the public. Neither the United States 
Government, nor any of its employees, makes any warranty, express or implied, or assumes any legal liability or responsibility for the accuracy, 
completeness, or usefulness of any information, apparatus, product, or process disclosed or represents that its use would not infringe privately-owned 
rights. Reference herein to any individuals, agencies, companies, products, process, services, service by trade name, trademark, manufacturer, or otherwise 
does not constitute or imply an endorsement, recommendation, or favoring by the author(s), contributor(s), the U.S. Government or any agency thereof. 
Opinions contained herein are those of the author(s) and do not necessarily reflect the official position of, or a position that is endorsed by, HUD or any 
Federal agency. 
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